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1
Decision/action requested

The contribution proposes to include a key issue on eNPN.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]

3GPP TS 33.501: “Security architecture and procedures for 5G system”
[3]
3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”

3
Rationale

Part of SA2 study [1] the following content has been defined as part of KI#4 about UE onboarding and provisioning:
Means to remotely provision the required new or updated information to the UE for enabling the UE to access the SNPN using 5GS, including e.g.:

-
Triggers and procedures used to initiate the provisioning procedure.

-
How the network entity provisions the NPN credentials to the UE.


…
NOTE 4:
Security aspects should be discussed and confirmed by SA WG3.
The remote provisioning process enables the capability to onboard devices to networks remotely, which opens a new attack surface to the network. This key issue proposes to study the issues related to utilising the provisioning system to either obtain a subscription to a SO-SNPN which the entity is not entitled to or impersonate a provisioning system and there by hijack a device.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [3].
**** START OF CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[A]




3GPP TR 23.700-07: “Study on enhanced support of non-public networks”.

**** NEXT CHANGES ****
5.X
Key issue #X: Invalid device provisioning

5.X.1
Key issue details 

The planned 3GPP onboarding and provisioning mechanism [A] includes the handling of headless IoT devices, e.g. devices which shall execute onboarding and provisioning without human interaction on the device.

These devices receive initial configuration (including default credentials) during manufacturing, which allows the establishment of a secure connection to a provisioning system. 

This provisioning system is used to provision a subscription profile, which is issued by the target subscription owning SNPN (SO-SNPN), to the UE. The binding of a device to a targeted SO-SNPN is decided by the device owner using the configuration capabilities of the provisioning system. In this context, the device owner is the person or entity, who has the legal right to decide, which subscription shall be provisioned to the device. 

The provisioning system shall ensure that only valid bindings between device and SO-SNPN can be provisioned. That is, a requesting entity can initiate only provisioning of subscriptions that he/she owns to devices that he/she owns.

5.X.2
Threats

· An attacker can maliciously pretend to be the owner of a device and use the provisioning system to initiate provisioning of a subscription for a (potentially malicious) SO-SNPN to the device. If the attacker and the malicious SO-SNPN cooperate a device hijacking attack can be conducted.

· A malicious UE can use the provisioning system to initiate provisioning of a subscription, which he/she does not own, to his/her device. In this way the attacker can infiltrate a (potentially malicious) device into a network.
5.X.3
Potential security requirements 

The provisioning system shall ensure that a requesting entity is limited to initiate provisioning of subscriptions which the entity owns or is authorised to provision to devices that the entity owns.
****** END OF CHANGES

